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Air/Ground Interoperability

e Third dimension is essential to support Ground Operations
— Close Air Support e

- ISR/ISTAR
Z

e Air/Ground is almost always “Joint” and often “inter-allies
— Making interoperability complex at Operational level

e Network centric concepts of operation requires:
— Interoperability of the networks
— Dissemination of Intelligence, Surveillance and Target Acquisition

e Operations involving Air Strikes, Close Air Support are always o
Strategic interest

- Interoperability from Tactical to Operative to Strategic is necessary

e Tempo of operation is faster and faster

— Short loop, from Intelligence collection to target acquisition and
processing

— Risks of fratricide and/or collateral damages are high
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Integrating networks: a Roadmap

2013 2017 2020 2025

Moving to Software
defined networks and
virtualize capabilities

Disruptive CONOPS
Integrate
Voice/Data/Video
Everything Over IP
Real Tactical Internet

Introduce SDR with
new open NB and
WB WF, MANET

Introduce some SOA Objectives is to have one
o paradigms at tactical integrated IP Network but it is a
Recombining Legacy level Grail and intelligent gateways will
Filling Gaps Multi-Level Security remain to create virtual networks

on top of physical networks
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Integrating Ground and Air networks

Connecting existing networks, legacy and gap fillers
e Link-16 has been the main Tactical Datalink since the 80’s

— Though old, it went through several general generations, now the
Block Upgrade 2 and the MIDS-]

- It has been adopted by NATO and other Nations (42 countries)

e VMF (Variable Message Format) to carry some J-serie §§p ==
over CNR and other ground and air/ground communlc;?%n Li } ’

e Reach back with J-REAP over Satellite links

Power Management
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Rugged Laptop
In Cover

d
Radio for VME/Voice 5 A

Tactical Switch

DAGR =—

Network Tactical gateway, integrating Tactical DL and ground networks
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Extending the Battlefield

Rosetta connects Airborne and
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Support Team

Call For Fire can be exchanged to/from Link-16 and control
Systems on VMF
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Example: Implementing Command and Control in Germany
e NTG/Rosetta supports Link-16, CAS, and CFF

—7L_——  RFLink-16
German Multilink: Major Interfaces g RFVMFLink

'.‘.4* PROCESSO@ Blade running Rosetta

=5 -
Rockwell Technology
Link 16 N YME NE . @

Rosetta Gateway:

; i | - Translates among VMF,

i Army Command and | | | ink-16, and ADLER-II

{ ControlSystem i | _ Transmits CFF

commands on Link-16 and
— . VMF

- - Enables ADLER-I to

! exchange Blue and Red

! Target Generation | force tracks with Army and

L RO i Air Force.

VMF Hardware

Ethernet Plat-J Radio RS-422 Interface
ADLER-II has an internal
P P : Network for distribution
188-220 { S-fine Generation | among C2 and Targeting

ircraft Coordinatj

nodes

Ethernet

VMF to/from XML

Multilink Processor

| PROCESSO. | PROCESSO@'
ESEIN E I"Rapid
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Forwarding between VMF, ADLER-II, and Link-16

For Fi fi ink-1
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‘a;éﬁ(\ ~~= . Virtual Machine C2 Server
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Virtualize
Architecture
allowing
Software
Defined
Networks
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Computing resources distributed across
the network running VMWare
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Data Dissemination to Col
With various QoS
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Mediation/translation
Services
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Communication
Service connected to L16
and other Comms

s )

Q. o A \
7

Sensor Service

connected to
\_ Radars/sensors
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Track Processing Services

Connected to Radar Data
\_ Processing for fusion
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Variety of Services
virtualized somewhere with
dynamic configuration
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Finland LGS: A Ground Based Earlv Warnina & Control svstem

Operatlonal Capability

All functions of an AWACS to
include Link-16 Command and
Control of Assets (L-16 Aircraft,
GBAD, etc.)

Integration of country wide
Radar/IFF system into single
integrated air picture

Nation wide distribution of fused
Link-16/Radar/IFF picture
Target and Mission assighnments
across TOC, JOC, AOC, and C2
Platforms

System Capability

Base Stations and Radars
distributed around the country and
integrated by VM based Rosetta C2
Server

System Administrator can create
AOCs, TOCs, and Remote C2
centers “"on-the-fly”

All nodes are virtual machine
based any radar / Base Station can
be assigned to any AOC, TOC, etc.
Training networks can be stood
up/down as needed.

© Copyright 20 l}opxortl €4reint in Hot Back-Up mode
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GWACS
System
Design

Fixed Site Sensors

Command centers
g are
s VM based

Any group of sensors /
basestations can be
attached to any C2

center

Radar

Service

Datalink VM
Server
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Server
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Finland LGS Support for Training Networks

North

Link-16 Network 1 ° Training Center can be

:@ stood up and taken
down as needed

Command and Control e

Center (North) (] Tralnmg assets can be

reallocated to
operational networks

Training
NETWORSS e Training C2 Center can
existing C2 center
South

Training C2 Cente

Co-Located (South e Rosetta instances run

on every node and
synchronize the
training assets

Link-16 Network 2

Link 16 N??rg @

Connection to Naval Operations

e Radar / Datalink
connections are
controlled by LGS
System Manager on-
the-fly
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Moving toward Disruptive Conops: Persistent CAS

When implementing new network technologies,
it has to fulfill high level requirements:
e Reducing the time from calling in a strike to the

weapon hitting the target by a factor of 10, from
up to 60 minutes down to just 6 minutes

e Direct coordination of airstrikes by a ground
agent from manned or unmanned air vehicles

e Reducing risk of collateral damages

e Improved speed and survivability of ground forces
engaged with enemy forces

e Use of smaller, more precise munitions against
smaller and moving targets in degraded visual
environments

e Graceful degradation of services—if one piece of
the system fails, warfighters would still retain
CAS capability

e Lighter equipment (particularly radios) for JTAC
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Persistent Close-Air Support (PCAS)

Single JTAC Requests Processed

Persistent, Responsive UAS Autonomously

Interoperable
Machine-2-Machine
Links
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Digital Targeting
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JTAC Current Equipment

WASP w/GCS
11.85 Jbs

PVS-14 w/1 AA Battery
1.0lbs

UHF Satellite Antennae
2.75lbs

SOFLAM Cables

S

PRC-117G (No Batteries)

8.0 Ibs

PRC-152 (No Batteries)

20 Ilbs

MR-1 CPU
5.01Ibs

2.5lbs
m“f

BRITES Power System
11.83Ibs

BA-5590 Batteries

Wiring Hamess
2.01Ibs
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SOFLAM
18.0 Ibs

ROVER V Terminal
351Ibs

~

B IR Pointer
1.01bs

Garmin Etrex GPS

0.51Ibs

\n

IZLID Il
251bs
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Integrated Laser _ Radio
Rangefinder \ + Lightweight small
« Multispectral vision = \ «High bandwidth
« Laser range finding, , «Backward compatible
target designation + Communication between
+ Visual/IR spectrums JTAC, platform, GCS

>

Wearable tactical
display screen

* Rugged
« Day/Night capable
« User friendly ) \

\.

ngle Power Supply
* Renewable
» High capacity
+ Lightweight
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Conclusion

e Building networks on top of existing physical capabilities

— Recombining Legacy, some capabilities are here for a long
time

e Introducing new technologies to fill gaps
— To bring Interoperability, Flexibility, Scalability
— Spiral development, a pragmatic approach

e Consider the high level operational requirements when
building new equipment, new waveforms ...

— CONOPS to be disruptive not necessarily technology

Building Trust Every Day !

© Copyright 2011 Rockwell Collins, Inc. ) ) 15
All rights reserved. Proprietary Information



